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Case Study:
Bourne Education Trust

The expanding Trust were eager to further
centralise their operations and upgrade the
connected solution they were starting to outgrow.

The Client

The Bourne Educution Trust (BET) is u Surrey-bused multi-ucudemy trust, how mude up Bourne
of sixteen schools: six secondury und ten primary. The Trust was estublished in 2013 to E d t
creute u community of outstunding schools with the highest uspiration und dedication ucaton
to uchieving the best outcomes for dll leurners. Trust

‘ ‘ After reviewing the work of our technical team last year it highlighted several
tasks were being repedted af each school, this was hot the best use of fime
for supporting our schools, which made us change direction on committing
to u single central domdain. Now issues that are fixed at ohe school will be
resolved for the wider Trust and any future schools.

Michuel Gobey, IT Operutions Munuger, Bourne Educution Trust

The Challenge for 2019

o The BET schools were operuting u purent und child domain model. For simplification of manugement they were keen to
move to u hub und spoke single domuin configuration.

e The Trust were outyrowiny their existing firewull und filteriny solutions und reyuired u more
sculuble solution.

o The buckup solution us u whole wus in heed of un upyrude due to both ugeiny
hardware und lack of centrul munugement reporting.

e Bourne Educution Trust were in u position to reconsider their datu centre
conhnectivity contract to uccommodute their ambitious growth plans.

The Projects

Due to the amount of work reyuiring system downtime it was
decided to split the projects in two. The first lot of work would tuke
place in Summer 2019, the second in October hulf term 2019.

Single Central Domain

The Bourhe Educution Trust (BET) hud grown rapidly since their
inception in 2013. Their original parent and child domain model
wus becominy unmunugeuble, with euch school effectively
operuting independently under its own policies. Whereus

this initially made sense due to security concerns und the
practiculity of having duplicate stauff and student numes, it’s
unsustuinuble for u ygrowiny Trust.
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M-Tech migrated the Trust to u single domuin during the 2019 summer breuk. The
centrul domuin dllows the BET to have one instunce of Active Directory, Group Policy,
Office 365 und System Centre Configuration Munayger (SCCM), ensuring policies
onhly heed occur ohce, ruther than individudlly aut euch site, dramuaticully decreusing
munugement time. As more schools join the Trust, onbourding becomes u yuick und
inexpensive process — euch new school is simply Migrated to the single domuain, reducing
human error, imuying and setup time.

The Bourne Educution Trust were keen to take udvantuge of the fedtures avuildble in the lautest

version of SCCM. All users how have u uhiform setup, running the sume, single version of Windows.
Applicutions ure stored within u globul upplicution repository, further reducing the complexity of
munaying multiple schools.

Firewall and Filtering

M-Tech origindlly devised the Bourne Educution Trust solution with an industry leading Palo Alto firewdll
and Smoothwall education-focused filtering. Due to their considerable growth, this vendor combination NUTANI>Z
wus in heed of review. After seurching the market, M-Tech recommended un dll-in-one filtering und
firewdll solution from tier one enterprise vendor, Fortinet.

The BET previously relied on u virtual firewdll, but the decision wus mude to move to u puir of physical =. Microsoft
500E firewulls, hosted in the duta centre. Moving from virtudl to physicdl brings about increused security
by isoluting security uppliunces on their own hardware., With the 500Es, the Trust are uble to detect und
block malevolent content before it can attach itself to vulnerable assets. The hardware is also o lot vmware
fuster us its purpose-built processors ure optimised to perform security-related tasks with more agility and
efficiency than shared compute hardware.,

VeeAM

The 500Es include Fortinet’s Fortiguurd Web Filtering us the first line of defence ugdinst malware,
spywure und risky content. The policy-bused controls yovern uccess with highly granular blocking und
filtering und keep your defence current with automdatic intelligence tools, furgeted threat unalysis, and F::RTINET
continuous updutes. M-Tech ulso recommended the Trust use FortiAnulyzer, for end-to-end visibility.
This dllows them to Monitor und creute reports of users” web usuyge, to frack trends und meet Ofsted
reyuirements uround sufeguaurding.

Backup Upgrades

As part of the summer projects, BET recognised thut their backup heeded addressing. They had a physical server which
wus rapidly approuching cupucity und ut the end of its warranty term. M-Tech replaced the original backup with a hew
40TB Supermicro server. This is a more power efficient device, at the start of its life with a full warranty, so gives the Trust more
confidence in its stubility.

The Bourhe Educdution Trust dlso opted to simplify their backup licensing. All schools were brought onto u hew centradl
Veeum Buckup & Replicution licehse, under an OpEx model. The Trust took the Entferprise
Plus product, giving the full suite of options including built-in WAN ducceleration,
added shupshot orchestration, role-bused uccess control, recovery
deleyution und full tusk automuation. All schools cun how be munuyed
The Bourne Education Trust 2019 through u powerful web-bused Ul, the Veeum Avdilubility Console.

Primary Schools:
Auriol Junior School | Broudmere Primury

Data Centre Relocation

School | Brookwood Primary School | Meudow The Boumg Educution Trust .ori.gi.nully had Iimi’reql geogruphicul
Primary School | New Mohument Primary School | coveruye, so hc?useq their lg’r |nl ‘rh’eicloses‘r dutu cenfrre. Dge
' . fo the Trust gradudlly expunding ucross the south, and with
Pyrcroft Primary School | Suyes Court Primary School | connectivity reducing significantly in price, M-Tech were
Sythwood Primary School | West Ewell Primary School | free to suyyest dlternutive dutu centres. A hew locution
Woodmansterne Primary School wus selected purely on its merits of cost, redunduncy
und security. M-Tech seumlessly migrated the physicadl

Secondary Schools: equipment in October half term 2019.

Chertsey High School | Epsom and Ewell High School |
Everest Community Acudemy | Jubilee High School | The dutu centre now houses the Nutunix

Teddington School | The Matthew Arhold School cluster, Fortinet firewull aund filtering device und
Supermicro buckup server.

Visit the Trust website: www.bourne.education
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The History

In 2016 the Bourne Educution Trust wus looking to build on its ability to offer Trust-wide
services to its member schools. They had initidlly looked into ulternutive connectivity
options due to the poor service they were receiving from their incumbent supplier. They
beyun lookinyg for a way for the Trust to provide its own broudbund solution, essentidlly
becominyg u service provider, with u view to offering this service to hon-Trust schools, offering
value for money dll round und muking the most of economies of scule.

After in-depth discussions ubout the technoloyy outcome desired by the Trust, M-Tech put
toyether u best-of-breed solution bused on the murket-leuders in their field, with a mix of
cohnectivity options to u centrul dutu centre.

As un end-to-end provider, M-Tech curried out the initidl project from start to finish, us well us delivered
the fraining to fully manage the technology in-house. This gave the Trust a centrally-managed, cost effective,
sculable and flexible solution, offering:

e Layer 2 symmetrical ethernet connection of differing speeds to suif e Advunced user-bused reporting
o Cenfrdl next-yenerution firewdll e Remote buckup
o Web filtering e Technicul support service desk

M-Tech huve continued to work very closely with the Bourne Education Trust, improving und developing their technoloyy
frovision for dll of the existing schools, und euch new school us they’re brought into the group.

Since the inifial project completion, M-Tech have supported the BET on multfiple ongoiny projects, including working ds
their infrastructure parther on the building of d brand new secondary school, Windows 10 upyrades, MDT und Group Policy
works und hardware und infrastructure upgygrades ut individual schools.

‘ ‘ One of our chdllenges when forming the Trust was to provide a consistent
user experience, euch school wus runhing hetworks independently of each
other aund staff were starfing fo work across multiple Trust schools. We therefore
decided fo roll-out u single centrul domuin, which is muintuined by the Trust
cenfral team. School techhicians how have delegated access to perform day
to duy tusks but are unhuble to muke chanyges that could dffect the runhing of
the hetwork, ensuring business continuity is maintained aft dil fimes.

Matt Gibson, Head of IT, Bourhe Educution Trust

The Benefits of a Connected Trust

e |mproved buck-up provision; the individuul schools ure bucked up, us well us the central cloud.
e Enterprise-level connectivity for ull Trust schools, plus the avdilability to resell this on to other schools.

e Enhunced security - u breuch or dunygerous URL only hus to be identified in one locution for dll schools to benefit from
this knowledge.

e The network us u whole becomes highly visible, ullowing for quicker identificution und quushing of threuts.

e By purchusing us a group, the Trust cun uchieve reduced costs.

e By having a centrdl hub which delivers resources, the Trust collectively

benefits from lower power costs und u reduced environmentul impuct, '
e Enterprise-level technology cun be esily rolled out to member CO m m ITTed
schools who wouldn’t have been uble to afford o eyuip themselves
indlividually. to Excellence
e |nter-school und in-school communicutions cun be mude . ~ . 0
ucross the WAN using IP telephony, further cutting Trust-wide N Leu rnin 9
communicutions costs.
& Teuchiny

e By beinyg u beucon of tfechnoloyy, the BET is a very atfractive
option for schools looking to join u Trust.
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The Bourne Education Trust Network

The six secondary schools dll benefit from a Layer 2 1GB syhchronous circuit. The
forimaries have either an EoFTTC connection or Layer 2 100/100.
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‘ The Bournhe Educdution Trust are ohe of the most ambitious we work with.
They’re ulways willing to push the traditional bounddaries of IT in educdtion,
exploring enterprise level solutions for their schools across the South East. We
look forward to continuing our stronyd relationship as the Trust grows.

Stuart Taylor, Educdation Solutions Specidlist, M-Tech Systems

Future Plans

The Trust is how lookinyg at reducing the onsite infrustructure in each school by moving
‘ ‘ more services to its private cloud, which will reduce the need for schools to purchuse
expensive eyuipment.

M-Tech have
gohe ubove anhd About M-Tech Systems

beyond to ehsure M-Tech Systems offer ICT services und solutions to enterprise und educdationdl
the brief has b establishments of dll shapes and sizes across the UK. Our specidlist technical
€ orie us been teum deliver un invaludble level of knowledge und expertise to every one

achieved und hothing of our clients.

hds been d problem We cun work in any way that suits you, either on u per project busis,
for them ho matter how dlonyside your existing tfeum to bring udditiondl expertise, or us u fully

e th oot i outsourced IT depurtment, providing d service desk.
compiex e P iejisel i, Our uim is to revolutionise end-user perception und encouruge cutting-

Muatt Gibson, Head of IT, Bourne Educdation Trust edye technoloyy udoption.
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